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EDR () Sentinelone \GROWDSTRIKE kaspersky Carbon Black
Endpoint Detection & Response @TREND: {)FIREeYe TreliX §° 2";5;?;‘;“ ¥ NETWITNESS
A
NDR STELLAR  "DARKTRACE ‘'<@ExtraHop ‘luil
Network Detection & Response }gNETwwN ESS TreliX @&TREND: VECTRA (, corelight
A
XDR < L SIEEEAR 2 paloalto’ FEERTINET O NETWITNESS
eXtended Detection & Response M/l Epllst=V@lal<] \GQROWDSTRIKE @TREND: &= gﬂe'(f;?,i‘;“ TreliX
SOAR %y paloalto’ F::RTINET splunk> € swiMLANE FF (500"
""""""" phantom
Security Orchestration, Automation & Response x ThreatConnect ’X CYWARE RAPID} tines tOI'q_—'
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() Sentinelone \QROWDSTRIKE kkaspersky Carbon Black

Endpoint Detection & Response @TREND: {)FIREeYe TreliX §° 2";5;?;‘;“ ¥ NETWITNESS

T ZHA} EPP . EDR C}¥

71 HEES Oy MY

CONCERT FORECAST 2018

Prevent are
Detect
Response
Prevent
B3l 7| A& /AEXRIE HL Prevent gg;zgtnse Detect Dreant [R)séi)ztnse

Response

° %EI‘ ANEEZQIE HOF . _('|2_|'6|=:|I'.:‘>|'_-|I<EDI (Threat Hunting) . A|'_T'_ EH% (|ncident Response)

« MITRE ATT&CK « =+t (Rollback) « CtE OS (Windows, Linux, Mac, CWPP, Cloud Linux)
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(i) SentinelOne

Deep Visibility Configuration O Enable Deep Visibility @
Collect this Deep Visibility data

Endpoint Detection & Response

Detection Engines @

©) @ Process @ @D File 55 @ @ URL @
@ staticAl @ @ DNs © @r 22 @ @ Login 22 @
‘) Static Al - Suspicious (2) ‘) Registry Keys 9/9 @ () Scheduled Tasks 5/5 @ ‘) Behavioral Indicators ®
@D Behavioral Al - Executables (7) @ command Scripts @» @D Cross Process a4 @ @ Driver Load @
() Documents, Scripts @
‘) Lateral Movement @ // Query for OQutbound communications, grouped and sorted by IP with count across the environment

src.process.name matches "powershell" dst.ip.address = *

@D Anti Exploitation / Fileless () | let rfc1918 = not ($dst.ip.address matches "(127\\.9[(192\\.168\..[(10\\.9[(172\\. 1[6-91\\. (172\\.2[0-91\.#)(172\\.3[0-1]\\..*)).*"

() Potentially Unwanted Applications @ | filter rfc1918 = true
| group hits = count(src.process.name), endpoints = hacklist(endpoint.name) by dst.ip.address
[ @) Application Control (Containers only) @ | sort -endpoints
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S NETWITNESS TreliX MTREND: VECTRA

NDR £I€ EX| 7|+ (Gartner, 2022)

4%
Other

Deep Learning

10%

12%

Threat Intelliigence Feed

Supervised 10%
Machine Learning

12%
Signaturec
26% .
Unsupervised 1 8'6, )
Heuristics

Machine Learning

13%
Statistical Analysis

iSAGO DecesACT

‘9 DARKTRACE ‘=@ ExtraHop

e 7lg §%

CISCO

. corelight

Real-time Law Network Packet / Traffic Metadata &4
L £ E2i® (East-West) / T2 2 E2{|E (North-South)

e +

Signature / Heuristic 0|2/, Al / Big Data O| 4@ ¢| &

On-Prem / Cloud 7|8t 2 L|EHZ
Live Customized Dashboard (H2|7|4t

Human Readable 9| &2t

MA S ol

—

213 of

o
A
T

e~

SRVENES-WEE R TOTENES-EOVIAE

¢l eEh W8 Z32 (Enrichment using Thrteat Intelligence)

L8 A& (Security Products & / At&)
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Unencrypted Traffic - ® . |
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| EEX
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Brute-Forced Successful Exploited C&C i e c
User Login s, Connection < Jir e ‘ ' -
4/4 i o o . it TZHALGI A
{1 e R/ L O Critical ta L
St ic.copytoon644.com
O A0 ER ol eld  www.lcsliv.com
Private to Private Exploit [l Private to Public Exploit | Public to Private Exploit User Login Failure e Hdot= AOIE  consultates.com
Anomaly Anomaly Anomaly Anomaly . TZHAIO| A|AE BIAE = Smemiim et
il O == ic.copytoon643.com
30/ 1k — *Elkl?_l. ?j%l‘ foonsarangdd.com
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XDR Back End

Bl Microsoft 7
B Security TrelhX

Threat APls Orchestration
Open XDR ecosystem Intelligence

Native XDR HIE| EEIITHFOLRTRTTIA: olsi o|Ela

[ i 46j|0[Ef 7|
Advanced Incident Response

Analytics  Investigations Workflow Al (ML, DL)

oot rot

=
Ofo
03
tot

Hu

EDR 7|%t, XDR " gjet 7|l= E
& @ {z=p EHX| S AA A
Cloud Data Lake  Automation . o
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(1)
TAL ADAH| SIS

40.79.141.153

HA Clud €S

EDR(ME|22))
xS A 2

AL FW SSHE

10

2|

192.243.59.20 172.67.158.27 admin

L N
|

192.168.7.139

— o

\cmd.exe(CLI 75a3) \Users\Public\en-US.js

@ o
L i

\cmd.exe(CLI 75a3) \Users\Public\en-US.js

[ |

= [=

SentinelOne

afew seconds

SentinelOne : User Execution
2/22/23, 5:27 AM

afew seconds

SentinelOne : Create Account
2/22]23.5:27 AM

ir afew seconds [,

Login Time Anomaly
2/22/23.5:26 AM

‘ afew seconds ‘

Outbound Destination Country Anomaly
2/22/23,5:26 AM
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eXtended Detection & Response

SINGULARITY XDR SEARCH v~
Singularity
XDR ~
SOURCES I¢ Start  End ¥ Save ¥ < Share ~
Data Category: Security 4
Deep Visibility” Storyline” Signal” Response — _ o B®74tmatchingevents (Sminutes/bar) 2 Expand Graph
scalyr Automated Correlati cvanced Threa tect =
0 nal g nated R 200k
Filter Fields e
> Action 5
b 1-Click Rollback S Bavica 34k 0
Network 9 - — 13:56 ) 8 14 -0(
! BT ’ > Event 80k
1 > Flle 382k Time Source Category  Vendor Log Classification  Event Category Action Type Actor Entity
o - Nov4 12:37:10.049 @ i Id O ok SSO = (Ui
> " ov :37:10. 2 Identit ta Buspici Login
> Process 19% ) Y 8 ® IP:144
b Script Execution - userNd
| Nov4 12:37:10.049 @ Mimecast 3 Malware Email  Email received
® 1P 209
b Deploy
r= aks-ag
b Third Party Tools ) G
Nov4 12:37:10.049 Network action  IP Connect 2
= userN3
© 1P:209
PREVENTION, DETECTION, & RESPONSE
ACROSS ALL ATTACK SURFACES | Nova 23710000 B ety A aevo [ ey | AOPvicgeGrop  © IR0
& Enumeration Detected 2 userNa
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Security Orchestration, Automation & Response /33’ ThreatConnect ’A CYWARE RAPIDD t|nes torq__'
. ol =B A . Ay
Three 7|=2| &% (Gartner, 2022) . 5SA
o XM

@ i

El o404
Security Incident Response Security Orchestration SIEM ' SOAR ) * B.=24d
Platforms (SIRPs) m) 2nd Automation (SOA) + Basic Security » Operational Metrics o IEZZNAZT}
« Case/Incident Management « Integrations Mgmtorn:jg A ’ Doctfr;wented . Xf% C %
« Workflows « Play/Process/Workflow * Advanced Security Workflows . AR EH o
- Incident Knowledgebase Automation Monitoring Threat Detection, * Trained Operators To-lo

- Playbook Management + Log Collection Investigation » Defined Playbooks/ . 7.” O| ﬁ. 'E"E-l

» Log Management Processes
t l_ . Dagt;a Visua?lization andl Response + Supported * 0'”ﬁ77é| E'” Ol ﬁ
+ Data Reporting Technology @ /) oo ____

» Threat Hunting Integrations

SE;
0

= gH &=

Threat Intelligence Platforms (TIPs) XDR = Jﬂ =

- . P |_H = 7| hJ'l_I.
« Tl Aggregation, Curation, Distribution . o
« Alert Enrichment old =4
« Tl visualization I 3.:'
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Vigilance Respond .

SOC Ammaaaciotioo oD /Do T P A S P o P,

BlackBerry Guard

ntin
Detecti 24x7 M

SOC Build
And Staff
Augmentation

&ROWDSTRIKE

e FALBON SO ETE
T

Managed
Security

Security
Assessments

Security Technology

> Endpoint protection delivered as a service The highest level of
Maintenance and Management il ;

endpoint security maturity delivered immediately, without the burden
of building and managing it yourself

Watch Demo )

e
Technology Mainten®™®

e - _—— ‘
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Secureworks® Taegis™
ManagedXDR

Scale
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Protect your business with 24x7 threat detection and incident response from AT&T
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EDR
Endpoint Detection & Response

NDR

Network Detection & Response
XDR

eXtended Detection & Response

SOAR

Security Orchestration, Automation & Response
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Response

Integration via API
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Investigation
Threat Hunting
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Manual Response
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Threat Intelligence Threat Hunting Investigation
(FIE e ) (718 ©%) (Z=Ah)

b 7| =8l 7/ HOtELH| ME{(SOC) / IRE!

fas MDR-as-a-Service / SOC-as-a-Service / CERT-as-a-Servi
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ot XtA| - SOAR/ Tl EEHE 4= 49

PAGO-CSOL

Playbooks (20) Custom tem

Active Inactive

Y Search or filter results I

ID Playbook Name
[ PLB109 Onboard Alerts from Cylance Protect
(1 pLB110 Fetch Alert Details
[ pPLB117 Move Hash to GlobalSafe List
[ pLB1O1 Test
1 pPLB111 Fetch Devices Associated with a Threat
(1 PLB119 CTIX :: Enrich 10Cs
[l PLB118 CTIX :: Update Block Details
[l PLB124 CTIX :: Process |0Cs Reported by CFTR
[ PLB114 Enrich 10C - Hashes

iSAGO Deep;;\ET

NETWORKS Managed Detection and Response

¥

Pre Process Data

A

'3 ¥ ¥

Get Hash Summary from HA Get Virus Total Enrichment Get CTIX Enrichment
; @ s Z
¢ ¥ Y
N J

~

Process Analysis Data

X A

{ ¥

Li5t MITRE ATTACK Tactics List MITRE ATTECK Techniques

v v
\ )

— o

~

Format Tactic Technique Pair
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ot XM - =2 M A0 2feh 2 EA
& DYNAMIC ANALYSIS REPORT

Classifications
Ransomware Wiper

Created 3 days ago

Threat Names
Trojan.MAC.MacRansom.K tuexghs

macOS Executable

=1 MALICIOUS @ DYNAMIC ANALYSIS REPORT
Classifications
Remarks (1/1) Ransomware  Wiper Created 3 days ago
@ Anti-Sleep Triggered (0x0200000E): The overall sleep time of all monitored processes was truncateq Thrgat Names
Trojan.MAC.MacRansom.K tuexghs
macOS Executable
O i 2 =
O] ! 2
Overview Network Behavior Files AV & 104  Remarks (1/1)
YARA
® Anti-Sleep Triggered (0x0200000E); The overall sleep time of all monitored proce y, 5 hours, 52 minutes, 40 seconds" to "3 o reveal dormant functionality,
VMRay Threat Identifiers (15 rules, 165 matches)
Score Category Operation (0] : ﬁ @
® ! 2
’ [ 55 | ' . - - :
S5 DedsColiadtian Reada-savkeys Overview Network Behavior Files AV & 10Cs Environment
» User Data Modification Modifies content of user files YAGA
» 5/5 User Data Modification Deletes user files @ Firer2r71 Other Anifacts B Q Verdict - 122 Results > » 1 /13
» 4[5 Antivirus Malicious content was detected by hel | ALL TYPES (122) Type Value Details Preview Verdict Actions
» Anti Analysis Tries to evade debugger FILE (9) File JUsers/james/Downloads/.tuexghs1 Dropped File, Binary ece
. o . File /Users/james/Downloads/tuexghs Sample File, Binary oce
» Data Collection Reads credential files of the keychain| | FILENAME (100)
File /Users/james/Library/.kp2f4H65N Dropped File, Binary ooe
4 Discovery Checks for existence of ssh keys DOMAIN (1) i ) o
File /Users/james/Library/AppQuest/com.apple.questd Dropped File, Binary ooo
i) Process tuexghs /Users/james/Downloads/tuexghs s0e
PROCESS (11)

-~
¢ "
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-6-i O'I E E*‘" A -14754 Znp Mete 2l |C

=H -3 — — 2AKIO| 27 AT HE0| BEE|Q O, Wl /SIS 5X| RSIE= Commvault MH|A E2

(J_|_7_|'|| _9_%,' O|$_'|) o CP7H270| ARSI TIAS ZH2|AI CP MH|A SX|, [0JHE AHIE Al X|2 Ho o
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sof 23l
5 I'—’—'-*:[;’JIAL i o OOIMEL FA SFON, BE LY 2| 42
;|. T A} u.IEA" 2 Het &5, At A7, AF 25|, A E EE HE0 AH8El= S5 E Lokilocker 2H4|0{ 7
x| Ex| = oAt 7Hs

HOMO| M E Hl%**ﬂf S|
Commvault AH|A =

CIA ot 3 & EF 7
F Al / =l . pyo.kwon 1 day ago
Q| H 0| A Z|QkR 0| HO|=X]| ASM EIM= 2o 1 R4 AEts HolSlELICH.
Attack Surface Management
27 Mgt Ho| oz I3
M-S A,

x| 32l E} Zd2| K
xl = 3% oL Ex|/4zelEl o Z|2 32 LY C|H}O|AO|A EFX|EI b T} .
o150l ot E BlolE = T

1= -1 O-l-—
o PUP-3slZE (Mimikatz / 245 §I=2 AE &3 & T &8)
s \\IIII \c$\NIA\mimikatz.exe
o PUP - slZIE (JuicyPotato &1 & / #Hst A
o \II \c$\alock\9\ss.exe
s \JI \c$\alock\SP.exe

Daniel.Choi 14 hours ago
QIE L& Xjitof gt EA= B D20 2| 2tESIASLICE HiE ZIHstA|H 22 2L T
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Gmer - QtE|FEZ / “EHIA 7*I1| S= 7t | ‘EP“ &7 E[R{Ct= 20 (**)
YDArk - 2tE|FEZl / AV F 2t SA| S7
Processhacker - ZEM|A 7*I1| E o =7k 2, 918, 30 =2

EZof- [I22H ASH0l= EZotoZ
c|E|Zet BHA 7|s =+

Paul. Kwon 10:24 AM

| @here
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AL AT Zuvt stk A0 ofF (ekaE
‘A ET} Serverd| =FRUCH= XM 7} H] & &
v Exploit ? / H& ZE ? & ZA} (Investigation) ZZMA =2 2@
v AEX} Login/ B4 HE FF
v AD =9I 0 &

v MY 2 NW ESfE ZAf
v o

v

v

El
12

MHf 22 ERIEYE 25 B/ PUP BF
FW Rule 84
QIE OIEul = LHE NWOA, O] MHZE H2 715 F & ZQIE I A}l (Port, Protocol, Service)
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|5AGO Deep ACT Report TIDB Administration ™ PASLIONON.
AN LB BE
BE DALY M HE 2Q (KIS, £5 YAS=L 7|4h

Threat-Insights-Platform & - 10¢ (Indicator of Compromise)

7 * |IP, URL, Domain, Hash(Files), Registry, Process

Y B O Show 26 & entries

A256 Classification Categoa Description

PUP (== (T4 AI0IE B 2E | 1221311850 541 A|F)

o] ==l (38 &= 2151 | Tomp=Ool 47257 [ 72.44.93233 541)

Malware Trojan {Lokibot / A7H=E7 | rockmehard.couk S4AE [ VT-63/72)

Malware ==t (S8t =2¢(RAT) [ AIARL 241 73] /14140016172 54 A% { by HIDDEN COBRA)
Malware EZ9 (5ot =2¢(RAT) / msncone.exe == [ 218.255.24.226 £t A= [ by HIDDEN COBRA)
PUP Keygen {Techemith Snaglt 7|* [ by MESMERIZE | VT-40/72)

Malware S=b) {cmdi320|Y @ 4% 1Y ©F (7813422671 S41 AE [ A ARt £2)

Threat Intelligence
DB

MY A0 (Roas [ 112 4=71 /103.2812103,104.2813103 41 / 112 =Z(sdelete exe))
Malware =t (=3l =2¢(RAT) / APH2E| /159100.250.231 S&l AlE / ABLIE 41T < AW [ by HIDDEN C
PUP P2pP (DRCIAT W= D5 [ 47 Yymend L2 Jts [ VT-2/68)

Malware Trojan {adobent2= 9|7 f 7|3%E 23 [ FTP(198.23.57.8) / VT-51/70)

Malware Downloa ok = & sl AT CIREC AT [VT-11/72)
Malware EZ0t l 55| E 20 APHEE| /159100250231 S 41 AL f YT TC 48 [ by HIDDEN C
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JHE AP XI5 A

""' ‘ c Global Singularity Mcrketplace Help v ‘ Paul Kwon (Admin)

¢ Q Search in network... SENTINELS ENDPOINTS  TAGS  POLICY  BLACKLIST  EXCLUSIONS  NETWORK CONTROL  DEVICE CONTROL  PACKAGES  UPGRADE POLICY

Q

Description &#0| \

Global ' All related scopes
I} DeepACT XtX| DB2} SentinelOne

‘ Delete selection EDR %;AI_:' Plﬂ-xéligl IO_|EE Sk)llkxll:ll- X_l

0s & | Hash 3 Description

Lo} - IREOLOIL (XMRig DROIL L2 25 / VT-57/69)

Te0f - E2O* (GhOst RAT A / SETH A% / MH|A BX|AE2] S8 7 C254M(ct5.ftpvpn.info) / 7t 28 ZE LHRELC / VT-45/52)

Telof - E2Q (GhOst RAT I / EET A8 / MH|A BX|AE2| §F / C2E4M(ctS.ftpvpn.info) / &7t o4 RE CHREL / VT-45/52)

P/

“SentinelOne &
oty ZM7t
1Y AUE

APl XI5 °=|71I

( 7H AIA|7I-

HAO] -  (EZCF W/ MofinZl/APPL =/ BM AN EHEEEH MAC T4 SRI/AIAY T2 Q1A 3 AIRIT 2 S5 /dspyware2011@gmail/win7mailer

0] - EZPF (Powerghost A& / THJ4 ALREHIHIE|A 52 / DDoS % WannaMine O10|d 22 48l / VT-Unknown)

(0] - CHRE2H (S dliio] BR% BE CHRE2E Dheifll / C2A4{H|(107.148.239.111:80) / VT-Unknown)

A0 - E29F (Powerghost A€ / I8 AFRSH IHIE|A 52 / DDoS % WannaMine 0|2 52 =7 / VT-Unknown)

o 'lT B0} - A0 (L2 AEA / It P

o0 o0 o000 o0jago|lo

Fe0] - 2AE0] (UL E=

a9lo] / ot =S
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